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Today’s plan
• Why orgs change CIAM providers

• 3 big questions to ask yourself

• How Strivacity approaches CIAM replacements

• Additional resources
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Why orgs change CIAM providers

Tired of watching your CIAM vendor… 

Sell you (another) 
product 

Growth via M&A can mean 
new features are actually 
(unintegrated) products 
disguised as features.

Send you
(another) SOW 

Services-intensive 
deployments can add up to 
hefty services bills for basic 

“feeding and watering”. 

Slow down 
customers  

Clunky branding and 
inflexible sign-in journeys 
mean change requests 
lead to “no” or “not now” 

Sunset products
 

“Moving” old architectures 
to the cloud often means 
retiring products without a 

clear migration path
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Three questions to ask yourself

What does my new solution need to do that 
my current one doesn’t?1

What’s the best architecture for me (and how 
do I tell what each vendor’s architecture is)?2

How do I migrate my customers?3
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Is this fraud or a 
legitimate transaction?

Do I have this user’s consent?

How do I make it simple 
to sign up and sign in?

How can I verify the 
user’s identity?

What is the “right” 
amount of security?

Am I aligned with privacy 
regs / and practices?

How do I securely store 
my customer identities?

How do I keep my 
customer data in sync?

MarTech OtherERPCRM GRC

What does my new solution need to do 
that my current one doesn’t?1
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On prem Cloud washed Cloud native

Three types of CIAM architecture

You install, patch and 
maintain it in your 

data center

You and/or CIAM vendor 
installs, patches and 

maintains it in their cloud.

Built in the cloud to take 
advantage of auto-scaling 
economics and modern 

security features

What’s the best architecture for me (and how 
do I tell what each vendor’s architecture is)?2
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Ask this… Listen for this…

What’s the best architecture for me (and how 
do I tell what each vendor’s architecture is)?2

On prem Cloud washed Cloud native

What’s involved in 
doing a POC?

Here’s the checklist of 
things you need to 

install and configure.

We’ll get back to 
you in 3 weeks.

Sure…when do you 
want to schedule it?
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Just-in-time Export-import 
• Customers don’t have to reset password
• Requires less planning and prep
• You’ll maintain old ID store during migration 

• User and account info is migrated in bulk
• Requires significant planning and prep
• Every customer must reset password

How do I migrate my customers?3

The two migration approaches…
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How do I migrate my customers?3

Login Screen
The registered 

customer logs in for the 
first time with Strivacity 

in place.

Strivacity
Strivacity checks for customer 

profile in ID Store.

Website
Customer is directed to 
application/website with 
no impact to customer 

experience.

Register customer
1 2 6

Old Customer ID store
Since this is the first time the registered 
customer has logged in using the new 

system, no customer exists in Strivacity. 
Strivacity queries the old ID Store.

Customer profile exists
The customer’s profile exists in old 

customer ID store. Strivacity verifies that 
the password matches.

Profile migration
Strivacity moves entire 

profile to Strivacity ID store 
via an encrypted channel.

3 4 5

Strivacity Lifecycle Event OrchestrationTM
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How just-in-time 
migration makes 
your CIAM 
transition easier

Read the blog

https://strivacity.com/blog/2022/07/14/how-just-in-time-migration-makes-your-ciam-transition-easier/
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Remarkable
sign-in journeys 
are forgettable

12
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Simple customer 
sign-in journeys (as a 
service)*

*Security included
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Strivacity design principles

Customers have
to be the focus
(not a bolt-on)

Great customer
sign-in journeys 

shouldn’t require a 
PhD in IAM

Architecture
matters

1 2 3
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A SaaS platform…designed for your customers

Registration and 
self-service

Adaptive access 
control

Identity 
verification

Privacy and 
consent

Fraud
detection

• Registration

• Password reset

• Account management

• Identity store

• Authentication

• Adaptive MFA

• Single sign-on

• Social login

• Passwordless login

• Phone number

• Digital attribution

• Knowledge verification

• Any trusted source 

• Consent management

• Data residency
for customer identity

• GDPR/CCPA 
compliance

• Behavioral patterns

• Bot detection

• Known device 
detection

• Breached password 
analysis

Lifecycle Event Orchestration™

Customer experience canvas
Branding  |  Persona profiling  |  Insights
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We deploy fast (and iterate faster)

No off-platform code 
to support and secure 

Configuration Custom DevPlanning Testing

50% faster time to value

Deployment
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Replacement benefits calculator
Enter your assumptions… …Calculate the cost and benefits.

info.strivacity.com/calculator

http://info.strivacity.com/calculator
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Contact Us

strivacity.com/blog info.strivacity.com/calculator

Schedule a call with one 
of our CIAM experts to 
discuss your situation:

strivacity.com/contact

https://strivacity.com/blog/2022/07/14/how-just-in-time-migration-makes-your-ciam-transition-easier/
http://info.strivacity.com/calculator
https://strivacity.com/contact
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Thank you!
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